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CHAPTER 1

Internet
Safety

Be sate online and get to
know some of the issues

going on in the world!

Internet Security. Photography. Encyclopaedia Britannica Image Quest. Web. 29

Apr 2012.http://quest.eb.com/images/132 1223313
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Personal Information

Many people share their personal information online and don’t even notice who sees their personal

information. 27 million Germans put personal information online and photos because they don”t know how to
stay safe online . Your personal information is your location, age, address,full name, phone number, school
name, how you look like and password. BBC says that 140 million people are signed up on twitter and many of
them put personal information into the public and so than they got jailed . FTC says that the Rock You Game site

got 179,000 of children's email addresses and dates of birth during the registration. Many hackers then ac-
cessed 32 million users personal information. Stop Cyber bullying says that the more we use google the more
personal information is posted online. Netzsmartz says that 9 million people have their "My Blog." My Blog. Web. 27 Apr. 2012.

personal information stolen each year. Hackers use your personal information to contact you or pretend <http://tiffanydriveros.wordpress.com/>.
to be you. Think before you post or share personal information to avoid some of these issues al-

ready going on. .
Questions to Answer

Sources:

L3
"Title." Internet Safety Basics. Web. 09 Apr. 2012. <http://www.netsmartz.org/StreamingPresentations/InternetSafetyBasics>. Wllat personal lnforma-

L3
tion should you not share?
"Self Taken Images - 'Sexting™ Thinkuknow. Web. 12 Apr. 2012. http://www.thinkuknow.co.uk/11_16/control/sexting/.

"Google Yourself." STOP Cyberbulying. Web. 2 Apr. 2012. <http://www.stopcyberbullying.org/take action/google yourself.html>.

.
"KIDSMART." Kidsmart: Being Smart RULES. Web. 03 Apr. 2012. <http://www.kidsmart.org.uk/beingsmart/>. A. your Shoe Slze

"27 Millionen Deutsche Haben Ein Online-Profil." WELT ONLINE. Web. 27 Mar. .
2012. <http://www.welt.de/wirtschaft/webwelt/article12478038/27-Millionen-Deutsche-haben-ein-Online-Profil. html> B . favorlte COIOI‘

"KidsHealth." Internet Safety. Web. 26 Mar. 2012. <http://kidshealth.org/parent/positive/family/net safety.html>.

"Federal Trade CommissionProtecting America's Consumers."” FTC Charges That Security Flaws in RockYou Game Site Exposed 32 Million Email Addresses and Passwords. Web. 02 Apr. @ CO age
2012. <http://www.ftc.gov/opa/2012/03/rockyou.shtm>.

"Social Media's Scope for Abuse." BBC News. BBC, 27 Mar. 2012. Web. 29 Mar. 2012.<http://www.bbc.co.uk/news/uk-wales-17530792>. D FaVO rite tree
L)

"Title." Identity Theft. Web. 09 Apr. 2012. <http://www.netsmartz.org/IdentityTheft>.

"Welcome to the Web." Teaching Ideas. Web. 11 Apr. 2012. <http://www.teachingideas.co.uk/welcome, 1.htm>. E

favorite pencil

KidsHealth." Internet Safety. Web. 26 Mar. 2012. <http://kidshealth.org/parent/positive/family/net safety.html>.

"Fact Sheet 18: Online Privacy: Using the Internet Safely." Online Privacy: Using the Internet Safely . Web. 26 Mar. 2012. <http://www.privacyrights.org/fs/fs18-cyb.htm>.
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Passwords

To create your passwords you need to include numbers, letters, punctuation and
upper and lower case. All of these tips should be mixed for

example 6789.10f. If you need some help with creating a password you can use
the beginning letters of a sentence for example: | love Dogs and cats can be
iIDac6748. Some common passwords are Password, 123456, blink182,
12345678, 696969, michael, football, batman, first name, abc123, myspace1 and
password1i.If your password is one of these than hackers could guess it in 4-5 sec-
onds. Hackers could also be your friends if they know you well on what your hob-
bies are, favorite band is or your favorite restaurants. You should change your
password every 6 months so hackers can not get access to your account. You
should also have different passwords for different accounts.Your Password should
be private but you can only tell your password to your parent so they could help in
case of a emergency.

"Kuanhoong Dot Com A» Add-on to Reveal Firefox Password." Kuanhoong Dot Com A»
Sources: Add-on to Reveal Firefox Password. Web. 27 Apr. 2012.

<httn- -on-to- - - >
Kashner, Zog. "Web Safety." Scholastic Action, 9/4/2006, Vol. 30 Issue 1, P18-20, 3p. Web. 4 Apr. 2012. http://www.kuanhoong.com/2009/01/02/add-on-to-reveal-firefox-password>.

<http://web.ebscohost.com/sas/detail ?sid=cb2dd42a-a008-4688-96b8-5fa45¢1fd502%40sessionmgr1 1 5&vid=10&hid=123&bd

ata=JkF1dGhUeXBIPSZzaXRIPXNhcylsaXZI#db=prh&AN=22667216>.

"Safety Issues in the Internet." Safety Issues In The Internet. Web. 26 Mar. 2012. <http://bestnetguru.com/internetbasics/safety.html>.

Kulkarni, Arjun. "Commonly Used Passwords." Buzzle. Web. 4 Apr. 2012. <http://www.buzzle.com/articles/commonly-used-passwords.html>.

"UYN: The Password Rap." NetSmartzKids Home Page. Web. 28 Mar. 2012. <http://www.netsmartzkids.org/LearnWithClicky/ThePasswordRap>.

"Social Networking Sites." Thinkuknow. Web. 12 Apr. 2012. http://www.thinkuknow.co.uk/11 16/control/social-networking/.
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Usernames - -
Username: Username I

Your username should always be your nickname but not your real = .,j
name for example: If Lolas name is lola and here nickname is Loly, o0 _‘__._:_

: word: | s
She would use Loly instead of Lola. Your Username can also gPass

omember Passwd

R
include Numbers & Letters with your nickname for example Lolas e cancel
nickname is Loly so she could also use Loly3453. In your username ﬁogl"

it should not have your real age and in which street and country "3 Sites to Easily Claim Your Companyas Social Net-

you live in.You Can also make an invented name with numbers for ~ working Usernames." MediaFunnel. Web. 26 Apr.
2012.

example: 1011yp0p3 46 4. <httD.://mediafunnel.com/sqcial-media/.three-sites-easil
-claim-your-company-social-networking-usernames/>

Sources:

BBC News. BBC. Web. 29 Mar. 2012. <http://www.bbc.co.uk/webwise/guides/choosing-a-password>.

Kashner, Zoé. "Web Safety." Scholastic Action, 9/4/2006, Vol. 30 Issue 1, P18-20, 3p. Web. 4 Apr. 2012.
<http://web.ebscohost.com/sas/detail?sid=cb2dd42a-a008-4688-96b8-5faq5c1fd502%40sessionmgri115&vid=10&hid=123&bdata=JkF1
dGhUeXBIPSZzaXRIPXNhcyisaXZl#db=prh&AN=22667216>.

"Don't Be in the Dark - When It Comes to Safe Surfing!" Disney. Web. 11 Apr. 2012.
http://www.disney.co.uk/DisneyOnline/Safesurfing/game/child-game-over10.html.
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Email Addresses

9-'"

"Yahoo!" - Argazkiak.org. Web. 30 Apr.
2012.
<http://www.argazkiak.org/photo/yahoo/>.

Making emails you should not have your name birthday/date

e.g. If there was someone called Sarah McLain and she was born on the 3rd

December 2001 and she had her email sarah.mclain@20013dec@mail.com it would be bad because she put her
name, birthday and birthdate and you should not have you name birthday/date.

sources

"Cyber Bullying Has Memphis Teends Family TakingA Action.” Memphis News
& Weather from WREG Television, News Channel 3. Web. 13 Apr. 2012. <

http://wreg.com/2012/04/03/cyber-bullying-has-memphis-teens-family-taking-action
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Spam
Is it true that spam is

Spam is junk mail and it is from people you do junk mail
not know. Sometimes if you do not have the
person as a contact, it goes to in spam so be
careful that you always put your friends in
your contact list. You should never open a
spam if you do not know the

person who sent it . Spam can bring virus to o A. true
your computer and send bad things.

. B. false

Sources:

New Spam Laws Come Into Effect. Photographer. Ency- Check Answer
clopaedia Britannica Image Quest. Web. 26 Apr 2012. http://quest.eb.com/images/115 2756924

<http://web.ebscohost.com/srcks/detail?vid=5&hid=17&sid=aa8e3f1a-7cde-4ddd-94c7-bba2302c9340%40sessionmgri4&bdata=JnNpdGU9c3JjazUtbGl2Z0Q%3d%3d#db=mih&AN=JOE
298040672608>.
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6.6 Downloading

Anal |

e

Downloading is the same as searching don't look up
rude/mean apps because some people make rude apps
that should be banned because when kids are on their AL

iPads or iPhones they type things in then find these rude .
applications.Be careful in downloading files some files

could have viruses which could affect your computer.

To get rid of viruses download an anti virus software.

sources Internet Downloading. Photography. Encyclopedia Britannica
Image Quest. Web. 30 Apr 2012.
http://quest.eb.com/images/132 1304660

"Cyber Bullying Has Memphis Teena€™s Family TakingA Action." Memphis News & Weather from WREG Television, News Channel 3. Web. 13 Apr. 2012.
<http://wreg.com/2012/04/03/cyber-bullying-has-memphis-teens-family-taking-action/>.
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CHAPTER 2

Cyber
bullying

Stop Cyber bullying now
it can make
people feel really bad!

|CAN RUIN UR LIFE

NO 1 LIKES YOU!

8.0
"Parents Aware of Only Half of Cyberbullying Incidents, Research Finds." IN-
FOCHAT. 29 Apr. 2012. Web. 29 Apr. 2012.
<http://www.infochat.com.ph/2012/02/27/parents-aware-of-only-half-of-cyber
blhllving-incidents-research-ﬁnds/>.
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Cyber bullying

Cyber bullying hurts people. Like face to face bullying cyber bullying is bad.

Harassment online is more likely to be a crime than face to face bullying, but face to face bullying can be a
crime too. Here's is one crime that happened.

A girl called Megan Meier killed herself because of cyber bullying .

T r » o ~.
Source: "2 &1 y K
." Megan Meier Foundation. Web. 26 Apr. 2012. <http://www.meganmeierfoundation.org/>. Internet Chat Room. Photography. Encyclopaedia Britan-

nica Image Quest. Web. 2 May 2012.

http://quest.eb.com/images/132 1310982
A lot of criminals search for your personal Information online. They look for your addresses, date of birth and name. Never go alone to
meet someone you do not know, always take someone with you because something could happen and a friend or adult can protect you from
any bad things.
Chatting online can be fun but sometimes people call you names like duck face and cow mouth. They can post information about you and
make you feel bad. It is very dangerous to chat with people you do not know even if you know that you should not share your personal in-
formation you still do it. This is some of the personal information you

Should not share.

Email address
Phone number
The school you go to

If you met someone on the Internet that did not cyber bully you and you

What two meet them never go alone to meet them. Like face to face bulling cyber bullying is the same and hurts people a lot.This is what
you could do to not feel bad after cyber bullying. Go on chats in a family room so if you get cyber bullled they can make you feel better and
say that what the person said is wrong.
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Sources

"Cyberbulling Takes Toll in an Instant." EbscoHost. Web.

<http://web.ebscohost.com/srcks/detail ?sid=cb365d74-997d-448c-a3d7-112f46e4cb4b%40sessionmgri15&vid=1&
hid=111&bdata=JnNpdGU9c3JjazUtbGl2ZQ%3d%3d#db=mih&AN=J0E298040672608>

"BrainPOP Jr. | Internet Safety." BrainPOP Jr. Web. 02 May 2012.
<http://www.brainpopjr.com/health/besafe/internetsafety/>.

"WISE KIDS: Educators Page." WISE KIDS: Promoting Innovative, Positive and Safe Internet Use. Web. 30 Mar.
2012. <http://www.wisekids.org.uk/educators.htm
"Information Privacy." BrainPOP. Web. 02 May 2012. <_>
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Cyber bullying Video

Watch this movie and then answer these questions!

Questions to the video
Question 1 of 3
How did Taylor feel after some-

one hacked her account on click-
ster?

A. Bad

B. Happy
© cC. sad

D. excited
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Social Media

On facebook people bully others and they commit to bullycide be-
cause when people bully them they get so angry or sad and they
actually feel the need to commit suicide. The account of people who
have actually that is loads of people. When you type in bullycide on
images on google you will find loads of poeple and pictures of people
holding signs that say STOP CYBERBULLYING!

On twitter people tweet things like I will riot at .... then they get ar-
rested and/or fined.

Some people go into other users Facebook's, and they send mean
messages to the contacts and sign it with the senders name that per-
can and get in trouble and then that person may not have friends and
hey get sad for doing nothing wrong.

Sources

Hennessy, Joe. "Forced to Move." Personal Interview. 13 Apr. 2012
Anonymous, Anonymous. "Hurtful Friends." Personal interview. 13 Apr. 2012.
Websites

source 1

Source 2

"Why Social Media Interaction Is Essential to Your Business: Case Study from Little Soya Social
Media A¢AA Social Media Delivered." Why Social Media Interaction Is Essential to Your Busi-
ness: Case Study from Little Soya Social Media A¢AA Social Media Delivered. Web. 27 Apr.
2012.
<http://www.socialmediadelivered.com/2012/02/03/why-social-media-interaction-is-essentia
1-to-your-business-case-study-from-little-soya/social-mediag/>.
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http://www.dailymail.co.uk/news/article-1208147/First-cyberbully-jailed-Facebook-death-threats.html.
http://www.dailymail.co.uk/news/article-1208147/First-cyberbully-jailed-Facebook-death-threats.html.
http://wreg.com/2012/04/03/cyber-bullying-has-memphis-teens-family-taking-action/
http://wreg.com/2012/04/03/cyber-bullying-has-memphis-teens-family-taking-action/

CHAPTER 3

Good
Resources

Here in this Chapter
you can find good
resources for
further Research
and

information!
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List of Good Resources

http://www.netsmartz.org

Gives information to : Netiquette, Harming online, Rules for staying safe online, Passwt
Instant messaging, personal safety and Opening Files.

http://www.kidsmart.org.uk/

(] a . . . . .
G Gives information to: Social networking, music, games, file

sharing, chatting, safe searching, Smart Rules and hackers.

http://pbskids.org/webonauts/

Webonauts is a game with training for being safe online and while training you
have to complete missions.

INTERNET RCRADEMY

http://learninglab.orqg/

Learningglab is garfield comics.
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http://www.teachingideas.co.uk/welcome/start.htm

On Welcome to the web you can explore topics about internet
safety.

http://www.ikeepsafe.org/

. -
o |Keepsafe Keepsake gives you cyber bullying resources.

- - - — Privacy Playground allows you
MEDIA AWARENESS NETWORK EYEGEIem spam mail using
the 3 little pigs.

http://www.media-awareness.ca/english/games/privacy_playground/

Wired Safety gives you information about
cyber bullying and internet safety.

http://www.wiredsafety.org/
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Netzsmartz

Netzsmartz is a website with animated vid-
eos that help kids with staying safe online

using stories and facts. To learn more visit
http://www.netsmartzkids.org/

Related Glossary Terms

Drag related terms here

Index

Chapter 1 - Personal Information
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Spam

Spam is junk mail and comes from people you do not know.

Related Glossary Terms

Drag related terms here

Index Find Term
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Stopcyberbullying

@ 0 Q StopCyberbullying is a website that wants to
Stop Cyber bullying. If you want to learn more

visit this website

Cy be rb u I IYi n g http://www.stopcyberbullying.org/

Related Glossary Terms
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